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USER PERMISSION LEVELS

LEVEL 1- Basic user
LEVEL-2- Can change which units each user can log into. (Not used)
LEVEL-3- Can perform level 2 and reset user passwords.

LEVEL 4- Can perform level 2 & 3. Also has the ability to create/disable/re-
enable/ assign levels.

The levels do not have any control over user functionality when using the system.
This only controls who can log into what and the control they have over editing
user accounts. Once a home has gone with individual user logins, it is the HOMES
responsibility to maintain the user list.

We do not maintain a list of user passwords. If a user has 10 consecutive failed
logins the account will become disabled.
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1. Begin by logging into your account using the “0” account.

Enter Your Lab Client Code :

Enter Your User ID : _

Enter Your Password :

Need Help? | Your current password j

2. Click on the “Management” tab.
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3. Your account number that you used to log in with will appear in the “Client Number”
field. At this point you will be able to administor existing users or create new ones.

Managemen

Chent Number: Chent Code Dercriplion Access

ACCOMUNT
m LAKE.1 FL

serld:
LAKE 2 FL
First Name:
Last Name: LAKE.3 FL
Status LAKE
Access Lewel: L
Clear Save

4. To create a new user account, type in the “User id” field what their login should be and
press enter. An auto generated password will be shown in the next field. You have the
option to change this password to a temporary password of your choosing.

Client Number: CETE Demo Client

Enter User id j

auto generated
password canbe
changed

Userld: example

Temporary Password ! AHAdemo

First Name:

Lask Mame:

Status ¢
Access Level: v

Reset Password ;

Clear Save



5. Enter the users First and Last name in the indicated fields.

anagement

Client Humber: aeme Demo Client

Userld; example First Name j
Temporary Password ~H gemo

First Mame: &xa

Last Mame: mple

S 5 $

" ?Last i j
Access Level: b

Reset Password .

Clear Save

6. Select the appropriate access level for the new user from the drop down box.

‘Management

Client Number: geme Demao Client
Userld: example

Temporary Password @ AH&demo

First Mame: exa

Last Mame: mple

Status ¢

Access Level: v

Reset Password : =
Click and select access
level

Clear Save



7. Select the account numbers the user will have access to sign into then click save.

L JA

Access

LAKE.L FL
LaKE.2 FL
LAKE. 3 FL
LAKE,

Clear

8. The user we just created would now have access to log in to Lake 1 and Lake 3. They
would log in as follows.
I. The Client code is your AHA account number for your respective wing/floor.
User id is your assigned User id.
If this is your first time logging in you will use your supplied temporary password,
you will be prompted to change it.
4. If you have logged in before sign in using your existing password..

W o

Enter Your Lab Client Code : (]

ESLITIIEISnEE example

Enter Your Password : e

Need Help?
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Changing a User Password

1. Begin by logging into your account using the “0” account.

Enter Your Lab Client Code : _

Ex 09999 j
Enter Your User ID : _
Enter Your Password : _ Ex 09999 j
-

Need Help?

Your current pass'.‘-.o:':j

Click the “Management” tab.

Managenent




3. Click the magnifying glass. This will open a new window containing all existing users.

! Click on magnifving glass j

Filter
UserID First Name Last Name

Find Clear

UserID User Name Last Name Status

ject testl testl kestl Ackive
ot testld Test Er Active

b test2 test user Active
select test3 test3 test3 Ackive

4. Once you have found the user you will be working with click on the “Select” link next
to their User 1d.

Filter
UserlID First Name Last Name
Find Clear
UserlD User Name Last Name Siatus
Celect testl testl testl Ackive
Select testl  Test Er Active
Celect test2 test user Active

Zelect tesk3 test3 test3 Active




5. This will now display the users information and current status. Click the box next to
“Reset Password™.

Chent Number: i Cermno Client CBiest Lol Dwacription Rk
Userid: 1estl dema Demo Chent L4
First Name: lest
Last Hame: user
Status | dctive
access Level: Levelt ¥
Reset Password ! <
Clear Save Deactrvate

6. Anew window will open with an auto generated password you can use or type in your
own temporary password then click “OK”. ( The user will be forced to change this on
their next login ).

Password

Temporary Password : AHAdeno

J

AULD generated
password or type your
own password

(i




7. A pop-up box will appear verifying the password has been changed. Click “OK” to
proceed. The User's password has now been reset.

The page at httpsy//www.ipowerdoc.com says

Password has besn reset

( Click to proceed oK |
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Deactivating Existing Users

1. Begin by logging into your account using the “0” account.

Enter Your User ID :

Enter Your Lab Client Code : o Ex. 09999 j

Q
Enter Your Password : : Ex 089998

Need Help?

Your current passw cr::j

2. Click on the “Management” tab.

Fasulty Fewuis Fesuntizr Enbr Fesuits g = L3g Esplnw ribical Aprormals Intacivar kel Pancing Repert HManagament




3. Click on the magnifying glass. This will open a new window containing all existing
users.

! Click on magnifving glass j

Filter
UserlD First Mame Last Name
d Find Clear
UserTD User Name Last Name Status
Select testl testl testl Ackive
celect testlC  Test Er Active
celect test2 test user Active
select test3 testd test3 Ackive
12

4. Once you have found the user you will be working with click on the “Select” link next
to their User id.

UserID First Name Last Name
v Find Clear
UserlD User Name Last Name Status
select testl testl testl Active
Select testld  Test BE: Active
~elect test2 test user Actiyve

Select test3 test3 test3 Active




5. This will now display the users information and current status.

Client Number:
Userld:

First Name:
Lact Name:
Stakus :
ALCeIs Level:

Reset Password

Client Mumber:
lserla:

First Name:
Last Name;

Status ¢

decess Level

test?

testd

testl

Active h
Level1 o m—

Chear Save

Cerna Client

Ceactvate

Chent Code

dema

6. To deactivate this user click the “Deactivate” button.

Reset Passwore :

Clear Tave

Demo Client

Deactivate

Chent Code

asmo

Desuription

Demia Client

Description
Demo Chent

Accmws

rd

Access



7. Upon clicking “Deactivate” you will be presented with two pop-up boxes. The first
verifying you want to proceed with deactivating the user, the second is a confirmation
the user has been deactivated.

The page at https://www.ipowerdoc.com says:

Are you sure you want to ceactivate the user 7

Click OX to continue.

Chck "OK" to
proceed

Carce

The page at https://wawvwipowerdoc.com says:

UsgerlD : te212 has been deactivates

Prevent this page from creating adctonal aialogs

OK
( Click "OK" %




8. By clicking on the magnifying glass again and finding the user you are modifying you
will now see they are deactivated.

UserlD First Name Last Name

Fina Clear

UseriD User Name Last Name Status

Select bestl testl testl Ackive
Select testld  Test Er Active
Select test2 test user Active
Select test3 test3 kest3 Inagtive
1.2

Jser "test3" 1s now
deactivated




